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Introduction

We consider certified robustness of neural networks

(NNs) against adversarial attacks.

Real-world adversaries are asymmetric; change spam

into non-spam, red light to green, etc.

Past methods do not take asymmetric structure into ac-

count, causing loose or expensive certificates.

We propose architecture tailored to this setting.

Contributions

Propose feature-convex neural networks to achieve:

1. Closed-form certified radii for arbitrary `p-norms.

2. Characterize decision region geometry, extend univer-

sal approximation theorem to convex classification, and

prove high expressivity in high dimensions.

3. Faster certificates that meet/exceed state-of-the-art

on MNIST, Malimg, Fashion-MNIST, and CIFAR-10.

Proposed Architecture

Binary feature-convex classifier f : Rd → {0, 1}:
f(x) = 1>0(g(ϕ(x))),

g convex, ϕ Lipschitz “feature map.”

Our numerical implementations:

g ReLU NN with nonnegative weights,

ϕ(x) = (x, |x|), so Lipp(ϕ) ≤ 2.

Key insight: Simple, low-Lipschitz ϕ yields highly ex-

pressive nonconvex g ◦ ϕ with large certified radii.
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Figure 1: (a) The asymmetric certified accuracy surface Γ(r, τ) for MNIST 3-8, as described in
Section 1.1. The “clean accuracy difference” axis plots α1(τ)− α2(τ), and the black line highlights
the certified robustness curve for when clean accuracy is equal across the two classes. (b) Illustration
of feature-convex classifiers and their certification. Since g is convex, it is globally underapproximated
by its tangent plane at φ(x), yielding certified sets for norm balls in the higher-dimensional feature
space. Lipschitzness of φ then yields appropriately scaled certificates in the original input space.

In practice, we implement feature-convex classifiers using parameterizations of g, which we now
make explicit. Following Amos et al. [2], we instantiate g as a neural network with nonnegative weight
matrices and nondecreasing convex nonlinearities. Specifically, we consider ReLU nonlinearities,
which is not restrictive, as our universal approximation result in Theorem 3.6 proves.

Definition 2.2. A feature-convex ReLU neural network is a function f̂ : Rd → {1, 2} defined by
f̂(x) = T (ĝ(φ(x))) with φ : Rd → Rq Lipschitz continuous with constant Lipp(φ) < ∞ and
ĝ : Rq → R defined by

ĝ(x(0)) = A(L)x(L−1) + b(L) + C(L)x(0), x(l) = ReLU
(
A(l)x(l−1) + b(l) + C(l)x(0)

)
,

for all l ∈ {1, 2, . . . , L − 1} for some L ∈ N, L > 1, and for some consistently sized matrices
A(l), C(l) and vectors b(l) satisfying A(l) ≥ 0 for all l ∈ {2, 3, . . . , L}.

Going forward, we denote the class of all feature-convex ReLU neural networks by F̂ . Furthermore,
if q = d, the subclass of all feature-convex ReLU neural networks with φ = Id is denoted by F̂Id,
which corresponds to the input-convex ReLU neural networks proposed in Amos et al. [2].

For every f̂ ∈ F̂ , it holds that ĝ is convex due to the rules for composition and nonnegatively weighted
sums of convex functions [13, Section 3.2], and therefore F̂ ⊆ F and F̂Id ⊆ FId. The “passthrough”
weights C(l) were originally included by Amos et al. [2] to improve the practical performance of the
architecture. In some of our more challenging experiments that follow, we remove these passthrough
operations and instead add residual identity mappings between hidden layers, which also preserves
convexity. We note that the transformations defined by A(l) and C(l) can be taken to be convolutions,
which are nonnegatively weighted linear operations and thus preserve convexity [2].

3 Certification and Analysis of Feature-Convex Classifiers

We present our main theoretical results in this section. First, we derive asymmetric robustness
certificates (Theorem 3.1) for our feature-convex classifiers in Section 3.1. Then, in Section 3.2, we
introduce the notion of convexly separable sets in order to theoretically characterize the representation
power of our classifiers. Our primary representation results give a universal function approximation
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Theoretical Analysis

Closed-form radius for certified robustness:

Theorem 1 If f(x) = 1, then f(x+δ) = 1 for all δ such that

‖δ‖p < r(x) := g(ϕ(x))
Lipp(ϕ)‖∇g(ϕ(x))‖p,∗

.

Universal approximation for convex classifiers:

Theorem 2 For any convex classifier h, any convex compact

X ⊆ Rd, and any ε > 0, there exists feature-convex ReLU

NN f such that

Vol({x ∈ X : f(x) 6= h(x)}) < ε.

Can perfectly fit high-dimensional datasets:

Finding 1 There exists feature-convex f achieving 100%
training accuracy on CIFAR-10 cats-versus-dogs.

Theorem 3 Consider i.i.d. Unif([−1, 1]d) datasets X1 =
{x(1), . . . , x(M)}, X0 = {y(1), . . . , y(N)}. Then

P((X1, X0) is f -separable) ≥

1 −
(

1 − M !N !
(M+N)!

)d

for all d ∈ N,

1 if d ≥ M + N.

Experiments

Our method 1000× faster than randomized

smoothing, 3000× faster than α, β-CROWN.

Our certified accuracy meets/exceeds state-of-the-art.

Results and Discussion. Experimental results for ℓ1-norm certification are reported in Figure 2,
where our feature-convex classifier radii, denoted by Convex*, are similar or better than all other
baselines across all datasets. Also reported is each method’s clean test accuracy without any attacks,
denoted by “clean.” Due to space constraints, we defer the corresponding plots for ℓ2- and ℓ∞-norm
balls to Appendix F, where our certified radii are not dominant but still comparable to methods tailored
specifically for a particular norm. We accomplish this while maintaining completely deterministic,
closed-form certificates with orders-of-magnitude faster computation time than competitive baselines.
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(a) MNIST 3-8.
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(b) Malimg.
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(c) Fashion-MNIST shirts.

0 10 20 30

ℓ1-radius

Convex*
RS Gaussian
RS Laplacian
RS Uniform
Splitting
α, β-CROWN
Cayley

[68.0% clean]
[65.0% clean]
[66.6% clean]
[67.2% clean]
[73.0% clean]
[61.6% clean]
[76.1% clean]

(d) CIFAR-10 cats-dogs.

Figure 2: Class 1 certified radii curves for the ℓ1-norm. Note the log-scale on the Malimg plot.

For the MNIST 3-8 and Malimg datasets (Figures 2a and 2b), all methods achieve high clean test
accuracy. Our ℓ1-radii scale exceptionally well with the dimensionality of the input, with two orders
of magnitude improvement over smoothing baselines for the Malimg dataset. The Malimg certificates
in particular have an interesting concrete interpretation. As each pixel corresponds to one byte in
the original malware file, an ℓ1-certificate of radius r provides a robustness certificate for up to r
bytes in the file. Namely, even if a malware designer were to arbitrarily change r malware bytes, they
would be unable to fool our classifier into returning a false negative. We note that this is primarily
illustrative and is unlikely to have an immediate practical impact as small semantic changes (e.g.,
reordering unrelated instructions) can induce large ℓp-norm shifts.

While our method produces competitive robustness certificates for ℓ2- and ℓ∞-norms (Appendix F),
it offers the largest improvement for ℓ1-certificates in the high-dimensional image spaces considered.
This is likely due to the characteristics of the subgradient dual norm factor in the denominator of
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